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Abstract: There’s an awful lot of
data in those EZproxy records but
how do you spot excessive use,
systematic downloading, non-

What Does “Bad” Behaviour Look Like?

Suspicious EZproxy Logs and Audit Events

Simultaneous Sessions:
Regular EZproxy users don’t
usually have more than one
simultaneous session.
Having two or three is
considered a minor red flag
— the more simultaneous
sessions they have, the
more major the red flag is.

Exceeding “UsagelLimits”
EZproxy a function to set
usage limits, by number of
transfers and/or number of
bytes transferred, and note
or block users if these are
exceeded within a 24 hour
period. If set high enough, it
should be uncommon that a
single regular patron’s
activity will exceed them.
For example, Laurier
Library’s are set at 5000
transfers or 1500
megabytes. Exceeding these
limits is considered a red
flag. Exceeding them by a
lot, or often, is a major red
flag.

Activity Outside Your
Region: Although we
certainly have patrons that
legitimately access our
resources from outside our
immediate region, those are
in the minority so activity
outside the province is a
minor red flag, and outside
the country is slightly more
major. Activity from Russia
or China is always a major
red flag given that known
inappropriate use has
typically come from IP
ranges in those countries.

Many Audit Events: Most
patrons simply log in and log
out once within any given
day, logging those two as an
Audit Event each. More
typically means multiple log
ins or EZproxy noting rules
being broken, like changing
geographical location too
quickly. Having more than
two in a day is a minor red
flag and, the more there
are, the more major it is.
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the patron the benefit of the doubit.

Audit Events For Days:
Many patrons will log in a
few days in a row but most
activity is limited to one day
only. Seeing at least one
Audit Event each day for
multiple days in a row is
considered a red flag. The
more days in a row there
are, the more major the red
flag is.

Simple Log-In Info:
Although most access is
now through our
institutional usernames and
passwords, which tend to be
very secure, many are still
using 14 digit barcode
numbers and last names (or
similar) to log in. Barcode
numbers are long but they
do have a pattern. And
some last names are more
common and short than
others, such as “smith” or
“i”. This makes it relatively
easy for someone to simply
guess at functional access
info. This isn’t so much a
“red flag” but more of a
final confirmation that the
legitimate patron wasn’t
responsible for this activity.




