
IP USER DATE/TIME ZONE ACTION STATUS BYTES

31 12345678900000 [11/Jan/2008:00:00:00 -0500] GET https://ac.els-cdn.com:443/S0014299916302382/1-s2… 206 66,161

102 12345678900000 [11/Jan/2008:00:03:08 -0500] GET http://pubs.acs.org:80/pb-assets/images/footer/cr… 304 0

9 12345678900000 [11/Jan/2008:00:07:37 -0500] POST https://www.ncbi.nlm.nih.gov:443/pubmed/ HTTP/1.… 200 19,096

134 12345678900000 [11/Jan/2008:00:08:34 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?link_id=f1-… 200 599

9 12345678900000 [11/Jan/2008:00:10:08 -0500] GET http://jasn.asnjournals.org:80/shared/img/pages/l… 200 656

32 12345678900000 [11/Jan/2008:00:13:49 -0500] GET https://libproxy.wlu.ca:443/connect?session=syORr… 302 0

67 12345678900000 [11/Jan/2008:00:16:45 -0500] GET http://library.wlu.ca:80/sites/all/images/db_logo… 200 2,153

135 12345678900000 [11/Jan/2008:00:20:20 -0500] GET https://www.ncbi.nlm.nih.gov:443/corehtml/pmc/js/… 200 12,373

118 12345678900000 [11/Jan/2008:00:21:21 -0500] GET https://scholar.google.com:443/1.5x HTTP/1.1 404 2,044

140 12345678900000 [11/Jan/2008:00:22:55 -0500] GET https://scholar.google.com:443/scholar_complete?q… 200 497

140 12345678900000 [11/Jan/2008:00:25:41 -0500] GET https://www.google.com:443/patents/US6384278 HTTP… 200 304,982

135 12345678900000 [11/Jan/2008:00:30:17 -0500] POST https://www.ncbi.nlm.nih.gov:443/pubmed/ HTTP/1.… 200 14,229

32 12345678900000 [11/Jan/2008:00:35:40 -0500] GET https://libproxy.wlu.ca:443/connect?session=s49yB… 302 0

112 12345678900000 [11/Jan/2008:00:39:05 -0500] GET https://www.sciencedirect.com:443/sdfe/arp/eid/1-… 200 496

109 12345678900000 [11/Jan/2008:00:40:42 -0500] GET http://staticieeexplore.ieee.org:80/xploreAssets/… 200 1,706

31 12345678900000 [11/Jan/2008:00:43:48 -0500] GET https://www.ncbi.nlm.nih.gov:443/core/alerts/aler… 200 10,121

79 12345678900000 [11/Jan/2008:00:47:47 -0500] GET https://ars.els-cdn.com:443/content/image/1-s2.0-… 200 1,821

31 12345678900000 [11/Jan/2008:00:50:12 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?link_href=h… 200 599

32 12345678900000 [11/Jan/2008:00:54:10 -0500] GET https://libproxy.wlu.ca:443/login?auth=ezproxy&us… 302 0

61 12345678900000 [11/Jan/2008:00:55:35 -0500] GET http://onlinelibrary.wiley.com:80/enhanced/static… 200 451

137 12345678900000 [11/Jan/2008:00:58:07 -0500] POST https://www.google.ca:443/gen_204?s=webaft&atyp=… 204 0

30 12345678900000 [11/Jan/2008:01:00:07 -0500] GET http://www.sciencedirect.com:80/sdfe/arp/pii/S209… 200 1,611

79 12345678900000 [11/Jan/2008:01:01:59 -0500] GET http://www.mdpi.com:80/assets/js/xmltohtml/unders… 200 53,264

79 12345678900000 [11/Jan/2008:01:04:54 -0500] GET https://www.jstage.jst.go.jp:443/web/images/edit-… 200 721

79 12345678900000 [11/Jan/2008:01:09:09 -0500] GET https://scholar.google.com:443/scholar_complete?q… 200 507

31 12345678900000 [11/Jan/2008:01:10:59 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?link_id=ui-… 200 599

31 12345678900000 [11/Jan/2008:01:12:41 -0500] POST https://www.ncbi.nlm.nih.gov:443/myncbi/comments… 200 1,000

61 12345678900000 [11/Jan/2008:01:15:00 -0500] GET http://pubs.acs.org:80/templates/jsp/pb2/img/icon… 200 905

31 12345678900000 [11/Jan/2008:01:15:52 -0500] GET https://ac.els-cdn.com:443/S0968089615301498/1-s2… 206 2,633,833

66 12345678900000 [11/Jan/2008:01:17:53 -0500] GET https://www.google.com:443/?PayBtnUrll35= HTTP/1.… 302 814

61 12345678900000 [11/Jan/2008:01:19:47 -0500] GET http://pubs.acs.org:80/appl/literatum/publisher/a… 200 10,963

96 12345678900000 [11/Jan/2008:01:24:28 -0500] GET http://images.webofknowledge.com:80/WOKRS526R11/c… 200 28,608

119 12345678900000 [11/Jan/2008:01:26:47 -0500] GET https://scholar.google.com:443/scholar_complete?q… 200 512

96 12345678900000 [11/Jan/2008:01:28:47 -0500] GET http://sfx.scholarsportal.info:80/laurier/img/sim… 200 1,149

91 12345678900000 [11/Jan/2008:01:30:57 -0500] GET https://scholar.google.com:443/scholar_complete?q… 200 485

91 12345678900000 [11/Jan/2008:01:32:04 -0500] GET http://image.cqvip.com:80/ipub/images/login_qq.pn… 200 1,419

110 12345678900000 [11/Jan/2008:01:34:10 -0500] POST https://www.ncbi.nlm.nih.gov:443/myncbi/comments… 200 1,000

38 12345678900000 [11/Jan/2008:01:36:02 -0500] GET https://www.google.ca:443/complete/search?client=… 200 805

3 12345678900000 [11/Jan/2008:01:37:01 -0500] GET http://image.cqvip.com:80/ipub/images/share_kaixi… 200 549

110 12345678900000 [11/Jan/2008:01:38:42 -0500] GET https://www.ncbi.nlm.nih.gov:443/core/alerts/aler… 200 10,121

32 12345678900000 [11/Jan/2008:01:39:57 -0500] GET https://libproxy.wlu.ca:443/login?auth=ezproxy&us… 302 0

44 12345678900000 [11/Jan/2008:01:42:01 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?jsevent=ren… 200 599

32 12345678900000 [11/Jan/2008:01:43:47 -0500] GET https://libproxy.wlu.ca:443/connect?session=saI2c… 302 0

139 12345678900000 [11/Jan/2008:01:44:39 -0500] GET https://laurier.scholarsportal.info:443/licenses/… 302 939

12 12345678900000 [11/Jan/2008:01:44:49 -0500] GET https://www.thieme-connect.com:443/products/js/we… 200 1,205

65 12345678900000 [11/Jan/2008:01:45:38 -0500] GET https://static.pubmed.gov:443/portal/portal3rc.fc… 200 215,599

95 12345678900000 [11/Jan/2008:01:46:17 -0500] GET https://arc.aiaa.org:443/templates/jsp/_style2/_p… 200 5,336

137 12345678900000 [11/Jan/2008:01:47:09 -0500] GET https://www.google.ca:443/complete/search?client=… 200 728

95 12345678900000 [11/Jan/2008:01:48:40 -0500] GET https://scholar.google.com:443/scholar_complete?q… 200 485

110 12345678900000 [11/Jan/2008:01:49:26 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?ncbi_app=pm… 200 599

90 12345678900000 [11/Jan/2008:01:52:12 -0500] POST https://www.ncbi.nlm.nih.gov:443/pubmed/ HTTP/1.… 200 15,035

110 12345678900000 [11/Jan/2008:01:53:26 -0500] POST https://www.ncbi.nlm.nih.gov:443/myncbi/comments… 200 1,000

44 12345678900000 [11/Jan/2008:01:54:41 -0500] POST https://www.ncbi.nlm.nih.gov:443/myncbi/comments… 200 1,000

131 12345678900000 [11/Jan/2008:01:58:19 -0500] GET http://www.paper.edu.cn:80/show_404 HTTP/1.1 200 23,022

44 12345678900000 [11/Jan/2008:01:59:46 -0500] POST https://www.ncbi.nlm.nih.gov:443/myncbi/comments… 200 1,000

75 12345678900000 [11/Jan/2008:02:00:55 -0500] GET http://onlinelibrary.wiley.com:80/createAccessRep… 200 693

71 12345678900000 [11/Jan/2008:02:03:06 -0500] GET https://cdn.els-cdn.com:443/sd/js/sdX_1711R2.js H… 200 417,269

70 12345678900000 [11/Jan/2008:02:06:42 -0500] GET http://dx.doi.org:80/static/img/transparent.gif H… 200 257

75 12345678900000 [11/Jan/2008:02:08:28 -0500] GET http://acw.elsevier.com:80/SSOCore/update?acw=352… 200 0

70 12345678900000 [11/Jan/2008:02:10:30 -0500] GET http://acw.sciverse.com:80/SSOCore/update?acw=47f… 200 0

75 12345678900000 [11/Jan/2008:02:11:58 -0500] GET https://scholar.google.com:443/scholar_complete?q… 200 485

44 12345678900000 [11/Jan/2008:02:14:15 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?link_id=Dis… 200 599

70 12345678900000 [11/Jan/2008:02:14:47 -0500] GET http://acw.sciencedirect.com:80/SSOCore/update?ac… 200 0

115 12345678900000 [11/Jan/2008:02:18:34 -0500] GET http://apps.webofknowledge.com:80/Search.do?produ… 302 0

103 12345678900000 [11/Jan/2008:02:19:31 -0500] POST http://apps.webofknowledge.com:80/AutoSave_UA_op… 200 323

148 12345678900000 [11/Jan/2008:02:20:57 -0500] GET http://www.sciencedirect.com:80/topics/annotation… 204 0

70 12345678900000 [11/Jan/2008:02:24:00 -0500] GET http://translate.google.com:80/translate_a/elemen… 200 0

51 12345678900000 [11/Jan/2008:02:29:46 -0500] GET https://scholar.google.com:443/scholar_complete?q… 200 485

29 12345678900000 [11/Jan/2008:02:30:16 -0500] GET http://library.wlu.ca:80/sites/all/images/db_logo… 200 2,636

148 12345678900000 [11/Jan/2008:02:31:23 -0500] GET https://ars.els-cdn.com:443/content/image/1-s2.0-… 200 80,862

44 12345678900000 [11/Jan/2008:02:34:55 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?jigWidget_n… 200 599

77 12345678900000 [11/Jan/2008:02:36:10 -0500] GET https://www.ncbi.nlm.nih.gov:443/portal/utils/aut… 200 578

49 12345678900000 [11/Jan/2008:02:36:40 -0500] POST http://pharmrev.aspetjournals.org:80/panels_ajax… 200 2,093

77 12345678900000 [11/Jan/2008:02:37:34 -0500] GET http://www.biological-markers.com:80/Scripts/View… 200 1,591

73 12345678900000 [11/Jan/2008:02:38:46 -0500] GET http://www.cqvip.com:80/Ajax/Html.aspx?action=mdc… 200 0

73 12345678900000 [11/Jan/2008:02:39:48 -0500] GET http://www.cqvip.com:80/Ajax/Html.aspx?action=mrd… 200 4,894

129 12345678900000 [11/Jan/2008:02:44:22 -0500] GET http://erc.endocrinology-journals.org:80/shared/j… 200 631

79 12345678900000 [11/Jan/2008:02:46:09 -0500] GET http://jn.physiology.org:80/sites/default/files/J… 200 9,667

74 12345678900000 [11/Jan/2008:02:46:55 -0500] GET http://pubs.acs.org:80/pb-assets/images/altmetric… 200 4,539

74 12345678900000 [11/Jan/2008:02:47:52 -0500] GET http://pubs.acs.org:80/wro/product.js HTTP/1.1 200 928,608

76 12345678900000 [11/Jan/2008:02:48:42 -0500] POST https://scholar.google.com:443/scholar_url?url=h… 204 0

32 12345678900000 [11/Jan/2008:02:49:24 -0500] GET https://libproxy.wlu.ca:443/login?auth=ezproxy&us… 302 0

74 12345678900000 [11/Jan/2008:02:51:29 -0500] GET http://pubs.acs.org:80/pb-assets/images/Axial-Log… 304 0

44 12345678900000 [11/Jan/2008:02:52:57 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?jsevent=unl… 200 599

74 12345678900000 [11/Jan/2008:02:54:32 -0500] GET http://pubs.acs.org:80/pb-assets/images/footer/at… 304 0

79 12345678900000 [11/Jan/2008:02:55:57 -0500] GET http://onlinelibrarystatic.wiley.com:80/js/wol.li… 200 170,073

75 12345678900000 [11/Jan/2008:02:57:05 -0500] GET https://journals.aps.org:443/captcha/0b5c92b4-da5… 200 8,708

74 12345678900000 [11/Jan/2008:02:59:25 -0500] GET https://scholar.google.com:443/scholar_complete?q… 200 485

79 12345678900000 [11/Jan/2008:03:01:45 -0500] GET http://www.annualreviews.org:80/templates/jsp/pb2… 200 24,107

62 12345678900000 [11/Jan/2008:03:02:48 -0500] GET https://libproxy.wlu.ca:443/connect?session=ra2zR… 302 0

32 12345678900000 [11/Jan/2008:03:03:31 -0500] GET http://dx.doi.org:80/ HTTP/1.1 200 3,923

74 12345678900000 [11/Jan/2008:03:04:07 -0500] GET https://ars.els-cdn.com:443/content/image/1-s2.0-… 200 37,551

62 12345678900000 [11/Jan/2008:03:04:46 -0500] GET http://acw.sciverse.com:80/SSOCore/update?acw=089… 200 0

76 12345678900000 [11/Jan/2008:03:05:38 -0500] GET http://ieeexplore.ieee.org:80/ielx5/4468832/44689… 200 33,085

52 12345678900000 [11/Jan/2008:03:06:44 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?jsevent=unl… 200 599

76 12345678900000 [11/Jan/2008:03:09:18 -0500] GET http://ieeexplore.ieee.org:80/ielx5/4663469/46773… 206 347,471

129 12345678900000 [11/Jan/2008:03:11:04 -0500] GET https://scholar.google.com:443/scholar_complete?q… 200 485

57 12345678900000 [11/Jan/2008:03:12:12 -0500] GET http://www.nature.com:80/articles/doi:10.1038/bjc… 302 767

36 12345678900000 [11/Jan/2008:03:12:31 -0500] POST https://scholar.google.com:443/scholar_url?url=h… 204 0

103 12345678900000 [11/Jan/2008:03:13:31 -0500] GET http://apps.webofknowledge.com:80/OutboundService… 302 0

64 12345678900000 [11/Jan/2008:03:14:25 -0500] GET https://www.ncbi.nlm.nih.gov:443/portal/portal3rc… 304 0

64 12345678900000 [11/Jan/2008:03:15:53 -0500] GET https://www.ncbi.nlm.nih.gov:443/pubmed/20528442 … 200 77,940

64 12345678900000 [11/Jan/2008:03:16:18 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?jigWidget_n… 200 599

2 12345678900000 [11/Jan/2008:03:17:07 -0500] GET https://www.google.ca:443/xjs/_/js/k=xjs.s.zh_CN.… 200 285,314

57 12345678900000 [11/Jan/2008:03:18:21 -0500] GET http://www.tandfonline.com:80/doi/full/10.3109/02… 200 343,401

24 12345678900000 [11/Jan/2008:03:19:26 -0500] GET https://libproxy.wlu.ca:443/connect?session=rWEIF… 302 0

24 12345678900000 [11/Jan/2008:03:20:06 -0500] POST https://www.ncbi.nlm.nih.gov:443/pubmed/ HTTP/1.… 200 18,356

44 12345678900000 [11/Jan/2008:03:20:41 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?jsevent=unl… 200 599

44 12345678900000 [11/Jan/2008:03:21:58 -0500] GET https://www.ncbi.nlm.nih.gov:443/core/alerts/aler… 200 10,121

24 12345678900000 [11/Jan/2008:03:22:43 -0500] GET http://www.jbc.org:80/content/269/41/25646.full.p… 200 34,574

64 12345678900000 [11/Jan/2008:03:23:38 -0500] POST https://www.ncbi.nlm.nih.gov:443/pubmed/ HTTP/1.… 200 7,959

32 12345678900000 [11/Jan/2008:03:24:50 -0500] GET http://dx.doi.org:80/ HTTP/1.1 200 3,923

24 12345678900000 [11/Jan/2008:03:25:54 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?ncbi_app=en… 200 599

64 12345678900000 [11/Jan/2008:03:26:58 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?ncbi_app=en… 200 599

31 12345678900000 [11/Jan/2008:03:28:05 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?jsevent=unl… 200 599

77 12345678900000 [11/Jan/2008:03:29:16 -0500] GET https://www.ncbi.nlm.nih.gov:443/pubmed/28561879 … 200 78,562

124 12345678900000 [11/Jan/2008:03:30:36 -0500] GET http://images.webofknowledge.com:80/WOKRS526R11/j… 200 105,648

32 12345678900000 [11/Jan/2008:03:32:09 -0500] GET http://dx.doi.org:80/ HTTP/1.1 200 3,923

2 12345678900000 [11/Jan/2008:03:33:36 -0500] GET https://adservice.google.ca:443/adsid/google/ui H… 204 0

64 12345678900000 [11/Jan/2008:03:34:36 -0500] GET https://www.ncbi.nlm.nih.gov:443/core/alerts/aler… 200 10,121

111 12345678900000 [11/Jan/2008:03:36:48 -0500] GET https://scholar.google.com:443/scholar_complete?q… 200 485

138 12345678900000 [11/Jan/2008:03:37:47 -0500] GET http://ieeexplore.ieee.org:80/abstract/document/6… 200 46,463

77 12345678900000 [11/Jan/2008:03:38:54 -0500] GET https://www.google.ca:443/gen_204?atyp=i&ct=backb… 204 0

65 12345678900000 [11/Jan/2008:03:40:03 -0500] GET https://books.google.ca:443/googlebooks/images/ke… 200 702

138 12345678900000 [11/Jan/2008:03:41:17 -0500] GET https://libproxy.wlu.ca:443/login?url=http://aip.… 302 0

45 12345678900000 [11/Jan/2008:03:42:39 -0500] GET https://www.ncbi.nlm.nih.gov:443/pubmed/?term=Pot… 200 89,058

70 12345678900000 [11/Jan/2008:03:43:34 -0500] GET http://image.cqvip.com:80/vip1000/qk/89879x/89879… 200 11,111

51 12345678900000 [11/Jan/2008:03:44:03 -0500] GET https://jobs.bmj.com:443/getasset/e1ccb216-e87f-4… 200 21,356

32 12345678900000 [11/Jan/2008:03:45:41 -0500] GET https://libproxy.wlu.ca:443/connect?session=sd88v… 302 0

76 12345678900000 [11/Jan/2008:03:48:38 -0500] GET https://cdn.els-cdn.com:443/sd/favSD.ico HTTP/1.1… 200 1,335

57 12345678900000 [11/Jan/2008:03:49:28 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?jigWidget_n… 200 599

57 12345678900000 [11/Jan/2008:03:50:30 -0500] GET http://cebp.aacrjournals.org:80/sites/all/modules… 200 692

138 12345678900000 [11/Jan/2008:03:51:57 -0500] GET http://ieeexplore.ieee.org:80/stamp/banner.jsp HT… 200 2,801

138 12345678900000 [11/Jan/2008:03:53:58 -0500] GET https://ars.els-cdn.com:443/content/image/1-s2.0-… 200 19,287

31 12345678900000 [11/Jan/2008:03:55:26 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?jigWidget_n… 200 599

57 12345678900000 [11/Jan/2008:03:56:29 -0500] GET https://www.ncbi.nlm.nih.gov:443/core/jig/1.14.8/… 200 4,884

55 12345678900000 [11/Jan/2008:03:59:07 -0500] GET https://libproxy.wlu.ca:443/connect?session=rdUcR… 302 0

31 12345678900000 [11/Jan/2008:03:59:49 -0500] POST https://www.ncbi.nlm.nih.gov:443/myncbi/comments… 200 1,000

127 12345678900000 [11/Jan/2008:04:03:33 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?jsEvent=sea… 200 599

41 12345678900000 [11/Jan/2008:04:06:03 -0500] GET https://scholar.google.com:443/1.5x HTTP/1.1 404 2,044

152 12345678900000 [11/Jan/2008:04:07:41 -0500] GET http://molpharm.aspetjournals.org:80/sites/defaul… 200 3,411

48 12345678900000 [11/Jan/2008:04:09:51 -0500] GET https://www.google.ca:443/search?dcr=0&ei=xbMnWt1… 200 270,535

78 12345678900000 [11/Jan/2008:04:11:25 -0500] GET https://jamanetwork.com:443/journals/jama/fullart… 200 157,189

78 12345678900000 [11/Jan/2008:04:14:11 -0500] GET https://static.pubmed.gov:443/portal/portal3rc.fc… 200 16,622

138 12345678900000 [11/Jan/2008:04:15:41 -0500] GET https://id.google.com:443/verify/ALWOJghhjFxMIEMU… 200 522

138 12345678900000 [11/Jan/2008:04:16:53 -0500] GET https://libproxy.wlu.ca:443/login?url=http://aip.… 302 0

48 12345678900000 [11/Jan/2008:04:18:14 -0500] POST https://www.google.ca:443/gen_204?atyp=i&ct=slh&… 204 0

48 12345678900000 [11/Jan/2008:04:19:27 -0500] GET http://pubs.acs.org:80/pb-assets/images/Axial-Log… 200 4,045

78 12345678900000 [11/Jan/2008:04:21:36 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?ncbi_app=en… 200 599

141 12345678900000 [11/Jan/2008:04:24:41 -0500] GET https://scholar.google.com:443/scholar_complete?q… 200 493

48 12345678900000 [11/Jan/2008:04:25:33 -0500] GET https://www.ncbi.nlm.nih.gov:443/core/jig/1.14.8/… 200 922,636

48 12345678900000 [11/Jan/2008:04:27:18 -0500] GET https://www.google.ca:443/search?dcr=0&ei=fLcnWoj… 200 271,538

48 12345678900000 [11/Jan/2008:04:28:09 -0500] GET http://jvi.asm.org:80/related-web-pages/jvi/77/19… 200 1,253

31 12345678900000 [11/Jan/2008:04:29:25 -0500] GET https://www.ncbi.nlm.nih.gov:443/pubmed/25824648 … 200 87,293

92 12345678900000 [11/Jan/2008:04:31:44 -0500] GET http://acw.elsevier.com:80/SSOCore/update?acw=44d… 200 0

67 12345678900000 [11/Jan/2008:04:32:50 -0500] GET http://acw.sciverse.com:80/SSOCore/update?acw=87f… 200 0

31 12345678900000 [11/Jan/2008:04:34:30 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?jsevent=ren… 200 599

17 12345678900000 [11/Jan/2008:04:37:56 -0500] GET https://scholar.google.com:443/scholar?hl=zh-CN&a… 200 110,124

8 12345678900000 [11/Jan/2008:04:38:20 -0500] GET http://admin.brightcove.com:80/js/BrightcoveExper… 200 129,427

79 12345678900000 [11/Jan/2008:04:39:39 -0500] POST https://www.ncbi.nlm.nih.gov:443/myncbi/comments… 200 998

68 12345678900000 [11/Jan/2008:04:43:40 -0500] GET http://dx.doi.org:80/ HTTP/1.1 200 3,923

68 12345678900000 [11/Jan/2008:04:45:26 -0500] GET https://www.nature.com:443/static/js/mosaic.08bbc… 200 247,715

135 12345678900000 [11/Jan/2008:04:48:59 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?ncbi_app=en… 200 599

86 12345678900000 [11/Jan/2008:04:50:39 -0500] POST https://scholar.google.com:443/scholar_url?url=h… 204 0

13 12345678900000 [11/Jan/2008:04:51:59 -0500] GET http://www.tandfonline.com:80/doi/abs/10.3109/147… 302 348

8 12345678900000 [11/Jan/2008:04:55:21 -0500] GET https://ars.els-cdn.com:443/content/image/1-s2.0-… 200 14,019

8 12345678900000 [11/Jan/2008:05:01:04 -0500] GET http://journals.sagepub.com:80/pb-assets/Images/h… 304 0

76 12345678900000 [11/Jan/2008:05:12:52 -0500] GET http://www.sciencedirect.com:80/sdfe/ears/pii/S03… 200 488

76 12345678900000 [11/Jan/2008:05:17:16 -0500] GET http://www.sciencedirect.com:80/sdfe/arp/eid/1-s2… 200 496

148 12345678900000 [11/Jan/2008:05:22:48 -0500] GET http://pubs.acs.org:80/appl/literatum/publisher/a… 200 112,474

148 12345678900000 [11/Jan/2008:05:23:34 -0500] GET http://pubs.acs.org:80/doi/ipdf/10.1021/build-inf… 200 6,067

148 12345678900000 [11/Jan/2008:05:24:55 -0500] GET http://pubs.acs.org:80/doi/ipdfaux/10.1021/jp3032… 200 6,096

35 12345678900000 [11/Jan/2008:05:28:41 -0500] GET http://clincancerres.aacrjournals.org:80/sites/de… 200 97,349

106 12345678900000 [11/Jan/2008:05:31:52 -0500] GET http://www.cnki.com.cn:80/cnki/images/header/head… 200 613

106 12345678900000 [11/Jan/2008:05:34:12 -0500] GET http://epub.cnki.net:80/kns/request/GetRelevantHa… 200 0

113 12345678900000 [11/Jan/2008:05:35:51 -0500] POST http://science.sciencemag.org:80/panels_ajax_pan… 200 2,862

113 12345678900000 [11/Jan/2008:05:37:44 -0500] POST http://science.sciencemag.org:80/highwire/sub-da… 200 792

18 12345678900000 [11/Jan/2008:05:42:40 -0500] GET http://bjsm.bmj.com:80/sites/all/modules/highwire… 200 1,500

18 12345678900000 [11/Jan/2008:05:44:42 -0500] GET http://onlinelibrary.wiley.com:80/doi/10.1111/j.1… 200 62,869

27 12345678900000 [11/Jan/2008:05:52:30 -0500] GET http://pubs.acs.org:80/sda/activeview/libraries/c… 200 2,551

27 12345678900000 [11/Jan/2008:05:54:17 -0500] GET http://pubs.acs.org:80/doi/ipdfaux/10.1021/ma9028… 200 18,098

108 12345678900000 [11/Jan/2008:05:56:45 -0500] GET http://images.webofknowledge.com:80/WOKRS526R11/i… 200 653

127 12345678900000 [11/Jan/2008:06:15:25 -0500] POST https://www.ncbi.nlm.nih.gov:443/myncbi/comments… 200 1,000

151 12345678900000 [11/Jan/2008:06:32:50 -0500] GET https://www.ncbi.nlm.nih.gov:443/portal/portal3rc… 304 0

145 12345678900000 [11/Jan/2008:06:39:24 -0500] GET http://pubs.acs.org:80/wro/product.css HTTP/1.1 200 128,465

127 12345678900000 [11/Jan/2008:06:50:48 -0500] GET https://scholar.google.com:443/scholar_complete?q… 200 485

123 12345678900000 [11/Jan/2008:06:54:08 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?link_id=sea… 200 599

97 12345678900000 [11/Jan/2008:07:11:01 -0500] GET https://scholar.google.com:443/intl/zh-CN/scholar… 200 10,826

10 12345678900000 [11/Jan/2008:07:15:10 -0500] GET https://libproxy.wlu.ca:443/connect?session=rvKXL… 302 0

50 12345678900000 [11/Jan/2008:07:19:33 -0500] GET http://dx.doi.org:80/static/img/transparent.gif H… 200 257

77 12345678900000 [11/Jan/2008:07:22:13 -0500] GET https://libproxy.wlu.ca:443/public/jquery-1.10.2.… 200 93,308

146 12345678900000 [11/Jan/2008:07:23:31 -0500] GET http://images.webofknowledge.com:80/WOKRS526R11/j… 200 821

32 12345678900000 [11/Jan/2008:07:29:22 -0500] GET http://dx.doi.org:80/ HTTP/1.1 200 3,923

112 12345678900000 [11/Jan/2008:07:34:41 -0500] GET http://www.sciencedirect.com:80/science/article/p… 200 49,022

112 12345678900000 [11/Jan/2008:07:38:05 -0500] GET http://acw.sciencedirect.com:80/SSOCore/update?ac… 200 0

105 12345678900000 [11/Jan/2008:07:45:36 -0500] GET http://dx.doi.org:80/static/img/transparent.gif H… 200 257

21 12345678900000 [11/Jan/2008:07:52:42 -0500] GET https://scholar.google.com:443/1.5x HTTP/1.1 404 2,044

105 12345678900000 [11/Jan/2008:07:59:34 -0500] GET https://static-content.springer.com:443/cover/jou… 200 6,550

25 12345678900000 [11/Jan/2008:08:04:00 -0500] GET https://library.wlu.ca:443/sites/all/images/sfx_i… 200 2,095

25 12345678900000 [11/Jan/2008:08:07:33 -0500] GET https://id.google.com:443/verify/ALWOJggzaCXmjlZ5… 200 522

127 12345678900000 [11/Jan/2008:08:13:18 -0500] GET https://static.pubmed.gov:443/portal/portal3rc.fc… 200 222,810

145 12345678900000 [11/Jan/2008:08:32:24 -0500] POST https://scholar.google.com:443/scholar_url?url=h… 204 0

20 12345678900000 [11/Jan/2008:08:39:50 -0500] GET http://www.sciencedirect.com:80/sdfe/arp/pii/S156… 200 5,441

43 12345678900000 [11/Jan/2008:08:43:50 -0500] GET https://scholar.google.com:443/scholar_complete?q… 200 658

43 12345678900000 [11/Jan/2008:08:46:15 -0500] GET http://science.sciencemag.org:80/sites/all/librar… 200 686

26 12345678900000 [11/Jan/2008:08:50:05 -0500] GET http://images.webofknowledge.com:80/WOKRS526R11/j… 200 9,009

22 12345678900000 [11/Jan/2008:08:57:24 -0500] GET http://images.webofknowledge.com:80/WOKRS526R11/j… 200 158,523

121 12345678900000 [11/Jan/2008:09:03:50 -0500] GET http://www.uptodate.com:80/services/AutoComplete?… 200 293

5 12345678900000 [11/Jan/2008:09:11:04 -0500] GET http://dx.doi.org:80/static/img/banner-413.gif HT… 304 0

72 12345678900000 [11/Jan/2008:09:16:14 -0500] GET http://www.sciencedirect.com:80/sdfe/arp/pii/S004… 200 3,071

145 12345678900000 [11/Jan/2008:09:18:30 -0500] GET http://ir.sioc.ac.cn:80/ckeditor/plugins/styles/s… 200 1,572

32 12345678900000 [11/Jan/2008:09:23:31 -0500] GET https://libproxy.wlu.ca:443/connect?session=ss1z8… 302 0

60 12345678900000 [11/Jan/2008:09:26:13 -0500] POST http://www.sciencedirect.com:80/sdfe/pdf/downloa… 200 137,699

81 12345678900000 [11/Jan/2008:09:31:19 -0500] GET http://dx.doi.org:80/static/img/banner-413.gif HT… 200 10,043

145 12345678900000 [11/Jan/2008:09:35:03 -0500] GET http://pubs.acs.org:80/pb/widgets/rssWidget/loadW… 200 4,253

107 12345678900000 [11/Jan/2008:09:39:01 -0500] GET https://scholar.google.com:443/scholar_complete?q… 200 485

5 12345678900000 [11/Jan/2008:09:42:41 -0500] GET https://ac.els-cdn.com:443/0020711X9290090N/1-s2.… 200 149,500

80 12345678900000 [11/Jan/2008:09:48:28 -0500] GET https://scholar.google.com:443/scholar?hl=zh-CN&a… 200 133,376

82 12345678900000 [11/Jan/2008:09:56:51 -0500] GET https://synapse.koreamed.org:443/image/banner_tdm… 200 17,622

34 12345678900000 [11/Jan/2008:10:02:01 -0500] GET http://guilfordjournals.com:80/templates/jsp/imag… 200 471

46 12345678900000 [11/Jan/2008:10:32:22 -0500] GET https://static.pubmed.gov:443/portal/portal3rc.fc… 200 6,480

57 12345678900000 [11/Jan/2008:10:48:42 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?link_id=sea… 200 599

57 12345678900000 [11/Jan/2008:10:54:46 -0500] GET https://link.springer.com:443/content/pdf/10.1007… 206 99,446

47 12345678900000 [11/Jan/2008:10:56:16 -0500] GET https://bmcimmunol.biomedcentral.com:443/static/s… 200 292,317

57 12345678900000 [11/Jan/2008:11:02:26 -0500] GET http://journals.lww.com:80/_layouts/OAKS.Journals… 200 13,071

56 12345678900000 [11/Jan/2008:11:06:45 -0500] GET https://cdn.els-cdn.com:443/sd/favSD.ico HTTP/1.1… 200 1,333

28 12345678900000 [11/Jan/2008:11:14:41 -0500] GET http://pubs.acs.org:80/doi/abs/10.1021/ol0058792 … 302 911

42 12345678900000 [11/Jan/2008:11:16:36 -0500] GET http://images.webofknowledge.com:80/WOKRS526R11/i… 200 1,463

42 12345678900000 [11/Jan/2008:11:24:50 -0500] GET https://jcr.incites.thomsonreuters.com:443/common… 200 313

28 12345678900000 [11/Jan/2008:11:28:31 -0500] GET http://onlinelibrary.wiley.com:80/favicon.ico HTT… 200 1,199

42 12345678900000 [11/Jan/2008:11:33:33 -0500] GET https://jcr.incites.thomsonreuters.com:443/JCRJou… 200 78,069

126 12345678900000 [11/Jan/2008:12:19:27 -0500] GET https://scholar.google.com:443/scholar?hl=zh-CN&a… 200 111,990

153 12345678900000 [11/Jan/2008:13:30:33 -0500] POST http://apps.webofknowledge.com:80/WOS_GeneralSea… 302 0

154 12345678900000 [11/Jan/2008:13:44:48 -0500] GET http://www.bloodjournal.org:80/sites/default/file… 200 8,750

154 12345678900000 [11/Jan/2008:13:50:48 -0500] GET http://www.pnas.org:80/local/css/hw-local-sidebar… 200 17,769

154 12345678900000 [11/Jan/2008:13:54:58 -0500] GET http://cancerres.aacrjournals.org:80/sites/defaul… 200 97,341

154 12345678900000 [11/Jan/2008:14:00:16 -0500] GET http://www.jrheum.org:80/sites/default/files/adva… 200 8,037

154 12345678900000 [11/Jan/2008:14:06:54 -0500] GET https://www.google.com:443/recaptcha/api.js?rende… 200 1,282

154 12345678900000 [11/Jan/2008:14:10:43 -0500] GET http://www.pnas.org:80/entrez-links/12782786 HTTP… 200 2,124

114 12345678900000 [11/Jan/2008:17:13:36 -0500] GET http://images.webofknowledge.com:80/WOKRS526R11/c… 200 553

37 12345678900000 [11/Jan/2008:18:24:10 -0500] GET https://www.ncbi.nlm.nih.gov:443/portal/utils/aut… 200 1,125

37 12345678900000 [11/Jan/2008:18:30:31 -0500] GET https://www.ncbi.nlm.nih.gov:443/portal/utils/aut… 200 986

37 12345678900000 [11/Jan/2008:18:35:34 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?link_id=Ent… 200 599

40 12345678900000 [11/Jan/2008:18:43:23 -0500] GET https://www.engineeringvillage.com:443/static/fon… 304 0

37 12345678900000 [11/Jan/2008:18:47:58 -0500] POST https://www.ncbi.nlm.nih.gov:443/pubmed/ HTTP/1.… 200 15,263

59 12345678900000 [11/Jan/2008:18:51:13 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?ncbi_app=My… 200 599

59 12345678900000 [11/Jan/2008:18:59:52 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?jsevent=ren… 200 599

83 12345678900000 [11/Jan/2008:19:10:52 -0500] GET https://scholar.google.com:443/scholar?hl=zh-CN&a… 200 134,339

86 12345678900000 [11/Jan/2008:19:14:34 -0500] POST https://scholar.google.com:443/scholar_url?url=h… 204 0

86 12345678900000 [11/Jan/2008:19:17:41 -0500] GET http://sfx.scholarsportal.info:80/laurier/js/comm… 200 4,352

83 12345678900000 [11/Jan/2008:19:20:10 -0500] GET https://ac.els-cdn.com:443/S0031320303004254/1-s2… 206 5,763

2 12345678900000 [11/Jan/2008:19:22:04 -0500] GET https://www.llnl.gov:443/sites/default/files/econ… 200 2,888

2 12345678900000 [11/Jan/2008:19:26:06 -0500] GET https://www.llnl.gov:443/sites/default/files/styl… 200 64,803

2 12345678900000 [11/Jan/2008:19:28:09 -0500] POST https://www.google.ca:443/gen_204?s=webaft&atyp=… 204 0

86 12345678900000 [11/Jan/2008:19:28:36 -0500] GET http://pubs.acs.org:80/appl/literatum/publisher/a… 200 3,718

2 12345678900000 [11/Jan/2008:19:29:58 -0500] POST https://www.google.ca:443/gen_204?atyp=csi&ei=YI… 204 0

2 12345678900000 [11/Jan/2008:19:30:49 -0500] GET https://www.llnl.gov:443/llnl_search/site/laser H… 302 0

16 12345678900000 [11/Jan/2008:19:32:03 -0500] GET https://books.google.ca:443/books/content?id=3vyw… 200 185,434

150 12345678900000 [11/Jan/2008:19:33:28 -0500] POST https://www.ncbi.nlm.nih.gov:443/pubmed/ HTTP/1.… 200 17,060

19 12345678900000 [11/Jan/2008:19:34:05 -0500] GET https://scholar.google.com:443/?PayBtnUrll35= HTT… 200 84,476

150 12345678900000 [11/Jan/2008:19:35:57 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?jsevent=ren… 200 599

16 12345678900000 [11/Jan/2008:19:36:59 -0500] GET https://www.epo.org:443/images/logo.gif HTTP/1.1 200 4,702

59 12345678900000 [11/Jan/2008:19:37:39 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?jigWidget_n… 200 599

59 12345678900000 [11/Jan/2008:19:39:08 -0500] POST https://www.ncbi.nlm.nih.gov:443/pubmed/?p$l=Aja… 200 850

32 12345678900000 [11/Jan/2008:19:39:59 -0500] GET http://dx.doi.org:80/ HTTP/1.1 200 3,923

23 12345678900000 [11/Jan/2008:19:41:14 -0500] GET https://ars.els-cdn.com:443/content/image/1-s2.0-… 200 2,935

150 12345678900000 [11/Jan/2008:19:42:40 -0500] GET http://jn.physiology.org:80/highwire/openurl_bran… 200 516

110 12345678900000 [11/Jan/2008:19:43:47 -0500] GET https://www.ncbi.nlm.nih.gov:443/stat?ncbi_app=en… 200 599

133 12345678900000 [11/Jan/2008:19:44:55 -0500] GET https://jcr.incites.thomsonreuters.com:443/common… 200 7,085

What Does “Bad” Behaviour Look Like? 
Suspicious EZproxy Logs and Audit Events

Audit Events for 2008-01-11

Date/Time    Event    IP Location    Username    Session    Other   

0:00:44 Logout 12345678900000 mgoMp2fGmMu1JUl Login never completed

0:01:44 Logout 12345678900000 Lhdq49hv8AR7cal Expired

0:01:46 Login.Success 361 HK 12345678900000 Qc48j1sIbU6mx7U

0:01:46 Login.Success 361 HK 12345678900000 zGqz4XvtmhHRQfg

0:01:46 Login.Success 361 HK 12345678900000 IOqX3S8kyEhFSsB

0:01:46 Login.Success 361 HK 12345678900000 QO4yeuBO14YKJ1C

0:02:14 Logout 12345678900000 86nuRvuwo96kKvS Expired

0:02:14 UsageLimit 361 HK 12345678900000 Qc48j1sIbU6mx7U Global 5000 transfer exceeded

0:02:14 Logout 12345678900000 7Gqm91AVrvsVWT6 Expired

0:02:35 Login.Success 361 HK 12345678900000 gX2HZ8DsXrPXHcR

0:02:35 Login.Success.Relogin 361 HK 12345678900000 IOqX3S8kyEhFSsB

0:02:37 Login.Success.Relogin 1206 CN BJ Beijing 12345678900000 zGqz4XvtmhHRQfg

0:02:44 Logout 12345678900000 AB50e3s3zUup3vQ Expired

0:03:14 Logout 12345678900000 QO4yeuBO14YKJ1C Login never completed

0:03:14 Logout 12345678900000 llqDzQE1lmajDPQ Expired

0:03:31 Login.Success 361 HK 12345678900000 nOd4d55XKPSCRuW

0:03:31 Login.Success 361 HK 12345678900000 4ZMMZV70l6xpvK9

0:03:44 Logout 12345678900000 gX2HZ8DsXrPXHcR Login never completed

0:03:49 Login.Success 361 HK 12345678900000 ChsD1Es4QPHiCpa

0:03:49 Login.Success 361 HK 12345678900000 Io7oRkTwWFRkdVx

0:03:49 Login.Success 361 HK 12345678900000 IM0xbg2df7tHlCv

0:03:49 Login.Success 361 HK 12345678900000 Nn5lsI8RjVwcZfS

0:03:51 Login.Success.Relogin 1206 CN BJ Beijing 12345678900000 zGqz4XvtmhHRQfg

0:04:39 Login.Success.Relogin 361 HK 12345678900000 Nn5lsI8RjVwcZfS

0:04:39 Login.Success 361 HK 12345678900000 v2rhgbIgFyxuM2x

0:04:44 Logout 12345678900000 nOd4d55XKPSCRuW Login never completed

0:05:14 Logout 12345678900000 NkVv0bwfs932H6H Expired

0:05:14 Logout 12345678900000 Io7oRkTwWFRkdVx Login never completed

0:05:14 Logout 12345678900000 IM0xbg2df7tHlCv Login never completed

0:05:44 Logout 12345678900000 UG3AuTvuYOZw5f4 Expired

0:06:14 Logout 12345678900000 UglX2DVpabdOJri Expired

0:06:44 Logout 12345678900000 QjKBgVkUPRtNMgz Expired

0:07:44 Logout 12345678900000 DL3Bdx9hryAwR6I Expired

0:07:44 Logout 12345678900000 F6KXudxCIgHCw9G Expired

0:08:44 Logout 12345678900000 qY4MAtO7TyVrg7R Expired

0:11:14 Logout 12345678900000 0JKLtSUzhSZJ0Fg Expired

0:11:50 Login.Success 361 HK 12345678900000 uUfOEYZSYMXoFPA

0:11:50 Login.Success 361 HK 12345678900000 oDGFiYUmfhgg44l

0:12:14 Logout 12345678900000 3WbIGjKUPv85NQQ Expired

0:12:44 Logout 12345678900000 fGtfygDvLHALnM3 Expired

0:13:21 Login.Success 361 HK 12345678900000 S62xiafVIf9LuNK

0:13:21 Login.Success 361 HK 12345678900000 igrcTsVzpmYEcgf

0:14:44 Logout 12345678900000 4JlesEgXxx0e4Pc Expired

0:14:44 Logout 12345678900000 04NBCMaAHavyL8g Expired

0:15:14 Logout 12345678900000 19fbhQ8Qyvp233i Expired

0:15:20 Login.Success 361 HK 12345678900000 I4tFnxrr3Q6a7mS

0:15:20 Login.Success 361 HK 12345678900000 KMn5KuxEhbrSxAd

0:15:22 Login.Success.Relogin 996 CN BJ Beijing 12345678900000 2IhDsAvz1tcKi34

0:16:25 Login.Success 361 HK 12345678900000 BfkzduMRE6dqAvf

0:16:25 Login.Success 361 HK 12345678900000 HYzcqnYIcy197ho

0:17:10 Login.Success 361 HK 12345678900000 16En45d3V3LEmTi

0:17:10 Login.Success 361 HK 12345678900000 WtBgI74gGHfapMI

0:17:11 Login.Success.Relogin 743 CN SH 12345678900000 L41068yzZmU6ACP

0:17:44 Logout 12345678900000 MlblVewy0gNG2ch Expired

0:18:14 Logout 12345678900000 16En45d3V3LEmTi Login never completed

0:18:44 Logout 12345678900000 0QFl0z42qIKqhzl Expired

0:20:44 Logout 12345678900000 r6WWwzIDFJYlWdg Expired

0:20:44 Logout 12345678900000 N0DtO69wo36xVZg Expired

0:21:44 Logout 12345678900000 Idn0FgwbThfCrgR Expired

0:22:14 Logout 12345678900000 syPBWAkK0yNqifX Expired

0:22:17 Login.Success 361 HK 12345678900000 Sq1RUSpk4vJ8O3D

0:22:17 Login.Success 361 HK 12345678900000 aF66dCCU0Y5JxhF

0:22:18 Login.Success.Relogin 613 CN SH Shanghai 12345678900000 qGmGjSxsBp6fFbf

0:23:15 Login.Success 361 HK 12345678900000 nlPDImp687edh1R

0:23:15 Login.Success 361 HK 12345678900000 1I9QsEbrenvtpvp

0:23:44 Logout 12345678900000 Sq1RUSpk4vJ8O3D Login never completed

0:24:14 Logout 12345678900000 tXyykZQqGICiFEb Expired

0:24:20 Login.Success 361 HK 12345678900000 jEkgq9RGX4BzifQ

0:24:20 Login.Success 361 HK 12345678900000 KPE2x8ltxP397y0

0:24:44 Logout 12345678900000 c3EeZRGKYRCXweS Expired

0:26:44 Logout 12345678900000 HgVMqYA317PFZgi Expired

0:27:57 Login.Success 361 HK 12345678900000 xZFdDEh8OfPkHHo

0:27:57 Login.Success 361 HK 12345678900000 lQKihCWDPTGOdww

0:28:44 Logout 12345678900000 lPPt9R8mJ0H0tLB Expired

0:29:14 Logout 12345678900000 q9WUIWxCdKPHToV Expired

0:29:14 Logout 12345678900000 Fp0c608S3uOpt9o Expired

0:29:14 Logout 12345678900000 Ch29L4eYlDTGM8x Expired

0:29:44 Logout 12345678900000 B8yt7R4gW4NKt6k Expired

0:30:13 Login.Success 361 HK 12345678900000 AbHSd4FWaV9L2Pe

0:30:14 Login.Success.Relogin 361 HK 12345678900000 AbHSd4FWaV9L2Pe

0:30:14 Login.Success 361 HK 12345678900000 DJkFil0ZL6tKc5w

0:30:15 Login.Success 361 HK 12345678900000 suY7rcYCrxZ9aVG

0:30:29 Login.Success.Relogin 577 CN SC Chengdu 12345678900000 oDGFiYUmfhgg44l

0:30:33 Login.Success.Relogin 361 HK 12345678900000 AbHSd4FWaV9L2Pe

0:30:34 Login.Success.Relogin 361 HK 12345678900000 AbHSd4FWaV9L2Pe

0:31:29 Login.Success 361 HK 12345678900000 4gSAG24IxioAy87

0:31:29 Login.Success 361 HK 12345678900000 BV5TEtd9zXpju7z

0:31:30 Login.Success.Relogin 577 CN SC Chengdu 12345678900000 oDGFiYUmfhgg44l

0:31:44 Logout 12345678900000 DJkFil0ZL6tKc5w Login never completed

0:31:44 Logout 12345678900000 suY7rcYCrxZ9aVG Login never completed

0:32:44 Logout 12345678900000 4gSAG24IxioAy87 Login never completed

0:32:44 Logout 12345678900000 c1HryTVx4Xnvbly Expired

0:32:44 Logout 12345678900000 6f5o2SIYRzD6gcV Expired

0:32:47 Login.Success 361 HK 12345678900000 Ury94RPhO59rLqb

0:32:47 Login.Success 361 HK 12345678900000 pncpDVB9qwmxgkD

0:32:49 Login.Success.Relogin 972 CN HB Songzi 12345678900000 yae6b78mQYKrg7k

0:33:14 Logout 12345678900000 tsFfEedW5eDQJPy Expired

0:33:44 Logout 12345678900000 WtEpzzEFdMQn3dy Expired

0:33:55 Login.Success 361 HK 12345678900000 4WEjKdwfU1WE7eH

0:33:55 Login.Success 361 HK 12345678900000 FZDf97mW7C0tF73

0:33:56 Login.Success.Relogin 115 CN BJ Beijing 12345678900000 Epf0ok7NCtg29Pe

0:34:14 Logout 12345678900000 Ury94RPhO59rLqb Login never completed

0:35:14 Logout 12345678900000 FZDf97mW7C0tF73 Login never completed

0:35:44 Logout 12345678900000 bY9q8nJPzIU6rqL Expired

0:35:44 Logout 12345678900000 ZEqIpyc5ooDYKBi Expired

0:36:14 Logout 12345678900000 HDVzCY9xoIyyzhC Expired

0:36:44 Logout 12345678900000 3F4vNR0AK3PokN4 Expired

0:37:14 Logout 12345678900000 0DuVtZQ9GE8nXvt Expired

0:37:18 Login.Success 361 HK 12345678900000 oTImnmW6gWdTqcO

0:37:18 Login.Success 361 HK 12345678900000 0uQ23AUfjGYZ9BY

0:37:19 Login.Success 361 HK 12345678900000 Pyyj4Is7hwtcfQW

0:37:19 Login.Success 361 HK 12345678900000 vb8UUnKEr7jqeP0

0:37:44 Logout 12345678900000 H9E0jZPybFWIpjO Expired

0:38:03 Login.Success 361 HK 12345678900000 AUlV9g00Jg97Fnw

0:38:03 Login.Success 361 HK 12345678900000 KTcvUfb99PqasbC

0:38:03 Login.Success 361 HK 12345678900000 yKfaBwIe57LMPlN

0:38:03 Login.Success 361 HK 12345678900000 Q2YMHj9TXJQs1s1

0:38:04 Login.Success 361 HK 12345678900000 Un4nF3XFyqp7vwj

0:38:14 Logout 12345678900000 2N5VE4AMGE105CK Expired

0:38:44 Logout 12345678900000 0uQ23AUfjGYZ9BY Login never completed

0:39:14 Logout 12345678900000 KTcvUfb99PqasbC Login never completed

0:39:14 Logout 12345678900000 yKfaBwIe57LMPlN Login never completed

0:39:26 Login.Success 361 HK 12345678900000 SxyS1PoiTyVbWjc

0:39:26 Login.Success 361 HK 12345678900000 ExBJb2K3jNYUw2Z

0:39:54 Login.Success 361 HK 12345678900000 UQpLhRYHA0VEdDp

0:39:54 Login.Success 361 HK 12345678900000 5HMExkGe0ElckPt

0:39:56 Login.Success.Relogin 361 HK 12345678900000 5HMExkGe0ElckPt

0:39:56 Login.Success 361 HK 12345678900000 bUiHS5qCXcCGQkz

0:39:56 Login.Success.Relogin 540 CN CQ 12345678900000 SDva3MsLj6dG9c0

0:39:57 Login.Success.Relogin 945 CN BJ Beijing 12345678900000 SxyS1PoiTyVbWjc

0:41:14 Logout 12345678900000 UQpLhRYHA0VEdDp Login never completed

0:41:14 Logout 12345678900000 bUiHS5qCXcCGQkz Login never completed

0:41:14 Logout 12345678900000 J4WLMIxVKYhWNUr Expired

0:42:14 Logout 12345678900000 P9PfaZkIeAgdlCr Expired

0:43:14 Logout 12345678900000 tZj2y9KxdyN6TcJ Expired

0:43:57 Login.Success 361 HK 12345678900000 H7wWVyQC1wKggno

0:43:57 Login.Success 361 HK 12345678900000 48cKGatKJ1MR2Rb

0:45:44 Logout 12345678900000 Aar9YBwSo8npXIO Expired

0:46:53 Login.Success 361 HK 12345678900000 wVoFEJSOcUBEBeK

0:46:53 Login.Success 361 HK 12345678900000 qgdjs3fyO78VciR

0:46:53 Login.Success 361 HK 12345678900000 yE0B77oNB9RbTs2

0:46:53 Login.Success.Relogin 361 HK 12345678900000 wVoFEJSOcUBEBeK

0:47:14 Logout 12345678900000 jstmLtgH3bumyf4 Expired

0:47:14 Logout 12345678900000 QkUTgziB1FVV6ca Expired

0:47:23 Login.Success.Relogin 361 HK 12345678900000 wVoFEJSOcUBEBeK

0:47:24 Login.Success.Relogin 361 HK 12345678900000 wVoFEJSOcUBEBeK

0:48:14 Logout 12345678900000 qgdjs3fyO78VciR Login never completed

0:50:26 Login.Success 361 HK 12345678900000 FsQLik1iFgGhXqO

0:50:26 Login.Success 361 HK 12345678900000 MaQ10w9zhDKzybK

0:51:20 Login.Success 361 HK 12345678900000 Edz27P7Gs6xkaBD

0:51:20 Login.Success 361 HK 12345678900000 TsqFJJ7WvzEjnNM

0:54:14 Logout 12345678900000 MHcqgpTeXpCEHZ8 Expired

0:56:44 Logout 12345678900000 SKw5IhR2XVSYm4Z Expired

0:57:14 Logout 12345678900000 lhSol2O6jrhJ4oE Expired

0:59:14 Logout 12345678900000 ELQqouuhoBtZ4Ks Expired

0:59:14 Logout 12345678900000 V5W4uvgfNYKQINp Expired

0:59:27 Login.Success 361 HK 12345678900000 ZxMVuMbSIbOUKb4

0:59:28 Login.Success.Relogin 361 HK 12345678900000 ZxMVuMbSIbOUKb4

0:59:28 Login.Success 361 HK 12345678900000 zUikiYEYJymY8qE

0:59:28 Login.Success 361 HK 12345678900000 fdWm6wRo2fjZigX

0:59:28 Login.Success.Relogin 115 CN BJ Beijing 12345678900000 Epf0ok7NCtg29Pe

1:00:44 Logout 12345678900000 6MeD7fOqsPG0i5Y Expired

1:00:44 Logout 12345678900000 zUikiYEYJymY8qE Login never completed

1:00:44 Logout 12345678900000 fdWm6wRo2fjZigX Login never completed

1:00:44 Logout 12345678900000 rRWZAaPRJQ7NPlN Expired

1:01:14 Logout 12345678900000 YFTJejvYT1G9zcv Expired

1:01:43 Login.Success 361 HK 12345678900000 We5DgKUOpZPasOM

1:01:43 Login.Success 361 HK 12345678900000 fCAG6i0FiXFsjlF

1:04:59 Login.Success 361 HK 12345678900000 OxDVny6U204UTxU

1:04:59 Login.Success 361 HK 12345678900000 iz5GsfPfXBKqeej

1:05:40 Login.Success 361 HK 12345678900000 CY61WufPQJtqfLY

1:05:40 Login.Success 361 HK 12345678900000 A6yKiPfnOTqDcFb

1:06:12 Login.Success 361 HK 12345678900000 TdYmewHVyccxXEc

1:06:12 Login.Success.Relogin 361 HK 12345678900000 A6yKiPfnOTqDcFb

1:06:18 Login.Success.Relogin 361 HK 12345678900000 A6yKiPfnOTqDcFb

1:06:19 Login.Success 361 HK 12345678900000 cLxIa7qd4Df7yTX

1:06:19 Login.Success.Relogin 361 HK 12345678900000 A6yKiPfnOTqDcFb

1:06:44 Logout 12345678900000 CY61WufPQJtqfLY Login never completed

1:06:44 Logout 12345678900000 SUJQqeDMFdtZLAd Expired

1:07:09 Login.Success 361 HK 12345678900000 fsrWkWB76Ksdypl

1:07:09 Login.Success 361 HK 12345678900000 DejDx2FtG8cQvXZ

1:09:15 Login.Success 361 HK 12345678900000 lt6RkmiVWSrejLL

1:09:15 Login.Success 361 HK 12345678900000 LYwetvL7xHDt3jY

1:09:16 Login.Success.Relogin 347 CN BJ Beijing 12345678900000 DejDx2FtG8cQvXZ

1:10:44 Logout 12345678900000 LYwetvL7xHDt3jY Login never completed

1:11:14 Logout 12345678900000 JEwZgsP6SkJaLp6 Expired

1:14:14 Logout 12345678900000 gRiGXlvW9YLCyVt Expired

1:15:01 Login.Success 361 HK 12345678900000 stTvaKcdkybDtm6

1:15:01 Login.Success 361 HK 12345678900000 tVoGx2RSOfgVy3M

1:15:14 Logout 12345678900000 5HABnjxMOXBSPo0 Expired

1:15:14 Login.Success 361 HK 12345678900000 gZTL10khEPDECtA

1:15:14 Login.Success.Relogin 361 HK 12345678900000 tVoGx2RSOfgVy3M

1:15:15 Login.Success.Relogin 7 CN BJ Beijing 12345678900000 stTvaKcdkybDtm6

1:15:15 Login.Success.Relogin 7 CN BJ Beijing 12345678900000 stTvaKcdkybDtm6

1:16:16 Login.Success 361 HK 12345678900000 ehqqhLl50zcP3pT

1:16:16 Login.Success 361 HK 12345678900000 wc0mPPhpbvCBIHB

1:16:22 Login.Success.Relogin 361 HK 12345678900000 ehqqhLl50zcP3pT

1:16:22 Login.Success 361 HK 12345678900000 okf4oItwCNP8zcP

1:16:25 Login.Success.Relogin 361 HK 12345678900000 ehqqhLl50zcP3pT

1:16:26 Login.Success.Relogin 361 HK 12345678900000 ehqqhLl50zcP3pT

1:16:44 Logout 12345678900000 fd2vswy6lfaewDZ Expired

1:16:44 Logout 12345678900000 gZTL10khEPDECtA Login never completed

1:19:17 Login.Success 361 HK 12345678900000 G8B1qae84loZ4tH

1:19:17 Login.Success 361 HK 12345678900000 gFxtk4DxU1hxIhB

1:19:17 Login.Success 361 HK 12345678900000 5KttIxVbF50LxHt

1:19:17 Login.Success 361 HK 12345678900000 UiOoEBY1WFJrvjl

1:19:17 Login.Success.Relogin 361 HK 12345678900000 G8B1qae84loZ4tH

1:19:28 Login.Success.Relogin 361 HK 12345678900000 gFxtk4DxU1hxIhB

1:19:29 Login.Success.Relogin 361 HK 12345678900000 gFxtk4DxU1hxIhB

1:20:44 Logout 12345678900000 5KttIxVbF50LxHt Login never completed

1:20:45 Login.Success 361 HK 12345678900000 BFyD2rsxDSKoZFn

1:20:45 Login.Success 361 HK 12345678900000 ojYXkfjsxmVDUXs

1:20:45 Login.Success 361 HK 12345678900000 UtA1Cul3RJk6jxQ

1:20:45 Login.Success 361 HK 12345678900000 2w4QBOETH8nLSh0

1:20:45 Login.Success 361 HK 12345678900000 qEYXucV2efHv1ZE

1:20:45 Login.Success.Relogin 361 HK 12345678900000 UtA1Cul3RJk6jxQ

1:21:04 Login.Success.Relogin 361 HK 12345678900000 qEYXucV2efHv1ZE

1:21:05 Login.Success.Relogin 361 HK 12345678900000 qEYXucV2efHv1ZE

1:21:42 Login.Success 361 HK 12345678900000 e9YBcb0KprM0J1V

1:21:42 Login.Success 361 HK 12345678900000 486Y4AWOhAogbXo

1:21:42 Login.Success 361 HK 12345678900000 NpVmeGYecR3ldpI

1:21:42 Login.Success 361 HK 12345678900000 FKYYeejxMNmxizP

1:21:43 Login.Success.Relogin 361 HK 12345678900000 e9YBcb0KprM0J1V

1:21:44 Logout 12345678900000 LGdcQZEEzClaTaW Expired

1:21:46 Login.Success.Relogin 56 CN SH Shanghai 12345678900000 v2rhgbIgFyxuM2x

1:21:50 Login.Success.Relogin 361 HK 12345678900000 NpVmeGYecR3ldpI

1:21:50 Login.Success.Relogin 361 HK 12345678900000 NpVmeGYecR3ldpI

1:22:09 Login.Success.Relogin 361 HK 12345678900000 NpVmeGYecR3ldpI

1:22:10 Login.Success.Relogin 361 HK 12345678900000 NpVmeGYecR3ldpI

1:22:12 Login.Success.Relogin 361 HK 12345678900000 NpVmeGYecR3ldpI

1:22:13 Login.Success.Relogin 361 HK 12345678900000 NpVmeGYecR3ldpI

1:22:14 Logout 12345678900000 ojYXkfjsxmVDUXs Login never completed

1:22:14 Logout 12345678900000 2w4QBOETH8nLSh0 Login never completed

1:22:44 Logout 12345678900000 486Y4AWOhAogbXo Login never completed

1:22:44 Logout 12345678900000 FKYYeejxMNmxizP Login never completed

1:22:51 Login.Success 361 HK 12345678900000 TN3iC03ioXGd0PN

1:22:51 Login.Success 361 HK 12345678900000 CYqBSr8aE2sEFZJ

1:22:51 Login.Success 361 HK 12345678900000 5oShqHbTdeHRw94

1:22:51 Login.Success 361 HK 12345678900000 QwYzHEQqMJeg6DY

1:22:51 Login.Success 361 HK 12345678900000 PKV2LWt1oSeCETh

1:23:03 Login.Success.Relogin 361 HK 12345678900000 PKV2LWt1oSeCETh

1:23:04 Login.Success.Relogin 361 HK 12345678900000 PKV2LWt1oSeCETh

1:23:23 Login.Success.Relogin 361 HK 12345678900000 PKV2LWt1oSeCETh

1:23:24 Login.Success.Relogin 361 HK 12345678900000 PKV2LWt1oSeCETh

1:24:14 Logout 12345678900000 CYqBSr8aE2sEFZJ Login never completed

1:24:14 Login.Success 361 HK 12345678900000 bXwkzUw9cRbVyo4

1:24:14 Login.Success 361 HK 12345678900000 UDmKAELhr2Wjfgi

1:24:14 Login.Success 361 HK 12345678900000 LQ824F4TCRnUxn5

1:24:14 Login.Success 361 HK 12345678900000 ttNWj4mVO6aDQva

1:24:22 Login.Success 361 HK 12345678900000 Wxb8TpP9QFgpQfb

1:24:22 Login.Success.Relogin 361 HK 12345678900000 ttNWj4mVO6aDQva

1:24:24 Login.Success.Relogin 115 CN BJ Beijing 12345678900000 LQ824F4TCRnUxn5

1:24:27 Login.Success.Relogin 361 HK 12345678900000 ttNWj4mVO6aDQva

1:24:27 Login.Success 361 HK 12345678900000 Q0YcjnN6mBI8rz3

1:24:28 Login.Success.Relogin 115 CN BJ Beijing 12345678900000 LQ824F4TCRnUxn5

1:25:38 Login.Success 361 HK 12345678900000 T9AmWFdZtn0M2up

1:25:38 Login.Success 361 HK 12345678900000 AgefM3rR3KpTKhB

1:25:40 Login.Success.Relogin 771 CN BJ 12345678900000 nU4iL3y1HlJIzJt

1:25:41 Login.Success.Relogin 361 HK 12345678900000 T9AmWFdZtn0M2up

1:25:41 Login.Success 361 HK 12345678900000 sZnMSc5i7A2d2UK

1:25:44 Logout 12345678900000 UDmKAELhr2Wjfgi Login never completed

1:25:44 Logout 12345678900000 Wxb8TpP9QFgpQfb Login never completed

1:25:44 Logout 12345678900000 Q0YcjnN6mBI8rz3 Login never completed

1:26:33 Login.Success 361 HK 12345678900000 nsg3dJVOefBwDIi

1:26:33 Login.Success.Relogin 361 HK 12345678900000 T9AmWFdZtn0M2up

1:26:35 Login.Success.Relogin 972 CN HB Songzi 12345678900000 yae6b78mQYKrg7k

1:26:44 Logout 12345678900000 AgefM3rR3KpTKhB Login never completed
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Abstract: There’s an awful lot of 
data in those EZproxy records but 
how do you spot excessive use, 
systematic downloading, non-
authorized users, and other 
inappropriate activity? This poster 
shows sample logs and other data 
and points out some of the red 
flags you can spot to identify likely 
misused accounts.

Simultaneous Sessions: 
Regular EZproxy users don’t 
usually have more than one 
simultaneous session. 
Having two or three is 
considered a minor red flag 
– the more simultaneous 
sessions they have, the 
more major the red flag is.

Activity Outside Your 
Region: Although we 
certainly have patrons that 
legitimately access our 
resources from outside our 
immediate region, those are 
in the minority so activity 
outside the province is a 
minor red flag, and outside 
the country is slightly more 
major. Activity from Russia 
or China is always a major 
red flag given that known 
inappropriate use has 
typically come from IP 
ranges in those countries.

No Breaks: It’s not really 
possible for a single person 
to be accessing resources for 
hours without a break. 
Certainly not unaided. Since 
automated access is almost 
universally prohibited in 
library license agreements, 
activity over many hours is 
considered a red flag. The 
longer the lack of a break, 
the more major the red flag 
is.

Regular Pattern: Typical 
information searching and 
access is quite rather 
random. One person’s 
regular activity isn’t going to 
create a pattern of EZproxy 
“transfers” or Audit Events 
that is perfectly consistent 
over time, such as the same 
number of seconds or 
minutes between each event 
or having close to the same 
number of transfers for every 
hour of activity. There will 
usually be peaks and valleys. 
A very consistent pattern of 
activity suggests that access 
has been automated, which 
is against almost all license 
agreements. Another 
common pattern is activity 
only or almost entirely during 
business hours on weekdays: 
this strongly suggests use in a 
business setting such as a 
student’s co-op position or 
an instructor’s consulting 
firm. Commercial use of 
library resources is also 
pretty much universally 
disallowed in license 
agreements so such a pattern 
of activity is considered a 
major red flag.

Exceeding “UsageLimits”: 
EZproxy a function to set 
usage limits, by number of 
transfers and/or number of 
bytes transferred, and note 
or block users if these are 
exceeded within a 24 hour 
period. If set high enough, it 
should be uncommon that a 
single regular patron’s 
activity will exceed them. 
For example, Laurier 
Library’s are set at 5000 
transfers or 1500 
megabytes. Exceeding these 
limits is considered a red 
flag. Exceeding them by a 
lot, or often, is a major red 
flag.

Many Audit Events: Most 
patrons simply log in and log 
out once within any given 
day, logging those two as an 
Audit Event each. More 
typically means multiple log 
ins or EZproxy noting rules 
being broken, like changing 
geographical location too 
quickly. Having more than 
two in a day is a minor red 
flag and, the more there 
are, the more major it is.

Many IP Address Changes: 
The typical library patron’s 
activities shouldn’t require 
any IP address changes let 
alone many. Any IP address 
changes is considered at least 
a minor red flag. The more 
changes in a day, the faster 
they are, and the more 
extreme they are (such as 
changing countries), the 
more major it is.

Audit Events For Days: 
Many patrons will log in a 
few days in a row but most 
activity is limited to one day 
only. Seeing at least one 
Audit Event each day for 
multiple days in a row is 
considered a red flag. The 
more days in a row there 
are, the more major the red 
flag is.

Simple Log-In Info: 
Although most access is 
now through our 
institutional usernames and 
passwords, which tend to be 
very secure, many are still 
using 14 digit barcode 
numbers and last names (or 
similar) to log in. Barcode 
numbers are long but they 
do have a pattern. And 
some last names are more 
common and short than 
others, such as “smith” or 
“li”. This makes it relatively 
easy for someone to simply 
guess at functional access 
info. This isn’t so much a 
“red flag” but more of a 
final confirmation that the 
legitimate patron wasn’t 
responsible for this activity.

Valuable Resources: One 
reason that people 
unaffiliated with your 
institution may try to access 
library resources is they can 
be extremely valuable. 
Financial data products (such 
as Thomson One) or science 
literature (such as “American 
Chemical Society” journal 
articles) are common targets 
for inappropriate activity, and 
so accessing only or mostly 
these kinds of resources is 
considered a red flag.

How these “red flags” are used: They are 
simply aspects of activity that suggest 
looking into the activity more to 
determine appropriateness. There are 
cases where a patron will engage in 
perfectly appropriate activity that raises 
some red flags. My general rule is that the 
more red flags there are (and the 
“redder” they are), the more likely it is 
that the activity is inappropriate. There’s 
no “x strikes and you’re out” rule. Each 
case is judged by its own details on 
whether the number and kinds of signs of 
inappropriate activity actually means that 
the activity has been inappropriate, and 
then what should be done about it. Give 
the patron the benefit of the doubt.


